YeTbipe Bapuauum 2N°® Access Unit

CASE STUDY
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2N°® ACCESS UNIT FINGERPRINT READER
3awmnTtmnTte AocTtyn Ha PockowHyo Buaay

Koraa BAaaeAeLl, POCKOLLIHOM BUAABI ULLIET peLleHue AAS obecrneyeHmnsa AocTyna K
CBOEMY AOMY, UCMOAb30BaHMe KapT RFIC AAS XXUAbIX MOMELLEHUM MPOCTO HEMbICAUMO.

2N°® Access Unit co cunTtbiBaTeAeM OoTneYyaTKOB MaAbLEB NpeaAaraeT naeaAbHoe
peLueHmne, NMOTOMY UTO BCE YAEHblI CEMbU MOTYT ObiTb YBEPEHbI, YTO OHU He MOoTepstoT
CBOW MaAeL, - N0 KOTOPOMY OCYLLIECTBASIETCA MNpoLecc MAEHTUDUKALUKM MOCETUTEAS.
McnoAb3ya onNTUYECKNIN AATUMK, YCTPOMCTBO obecreynBaeT MaKCUMAAbHYIO
6e30MacHOCTb, HAAEXHOE pacno3HaBaHMe OTNeYaTKOB MaAbLEB, a TakXXe ObICTPbIN
OTKAUK C aKyCTUYECKOW CUrHaAM3aumen. B To BpeMa kak Mukpocxema RFID namn
KAKOY AOMa MOXXeT 6bITb CKOMUpOBaHa, AaHHaa Bepcusa 2N°® Access Unit peaansyeT
AATOPUTM pPacno3HaBaHUS MOAAEAbHbBIX OTMNEeYaTKOB MaAbLEB, U BO3MOXHbIN BOP

He cMoXKeT 06onTK ero. EctecTBeHHO, YCTPOUCTBO MOXET 6bITb YCTAHOBAEHO Ha
YAULIE U BCE PABHO MPOAOAXKUT GYHKLMOHUPOBATb MNPU MPSAMbIX COAHEUYHbIX Ay4ax, B
AOXXAAUBBIX MAU MOPO3HbIX YCAOBUAX.

* IcnoAb30BaHME ONMTUYECKUX TEXHOAOTUN AAS
HaAEeXHOW naeHTUdUKauumn

> o o
* AIHHOBaUMOHHbIU AU3aNH SECURITY

* CYATbIBaTEAb HE MOAAAETCSH BO3AEACTBUIO s

FINGERPRINT

noroAbl

* OnpeAeAeHMe AOXKHbBIX OTMeYaTKOB NaAbLeB




YeTbipe Bapuaunm 2N° Access Unit

CASE STUDY

2N°® ACCESS UNIT BLUETOOTH
OTKpbiBanTe Napark, He Bbixoaa 3 MawuHbl

Koraa >XMTeAn MHOMOKBapTUPHOIO AOMa ULLYT peLlueHUsa AAS 3almnTbl CBOUX rapaxem,
nX ypoBeHb 6e30nacHOCTUN uMeeT pewaoLllee 3Ha4yeHne, NoToMy 4TO BOP HE AOAXKEH
nornacTb B rapa). TeM He MeHee, KOMd)OpT OTKPbITNA BOPOT Tak>Xe Ba>XeH, MOCKOAbKY
MM He XO4YeTCH BbIXOAUTb U3 aBTOMOOGUAS, HanpumMmep, B NAOXYHIO MOroAy.

OnTuMaAabHoe pelleHne obecrneumBaeT 2N® Access Unit, B3auMoAeNCcTBYOLWUNA C
MOBUAbHbIMU YCTPOMNCTBAMK Mo TexHoAoruu Bluetooth. Bluetooth v4 (nssecTHbIN

Kak BLE) ncnoAb3yeT 3almndpoBaHHYIO CBA3b MeXXAY TeAePOHOM U paKTUUYECKUM
ycTponcTBoM. KpoMe Toro, oH npeaAaraeT BO3MOXXHOCTb HAaCTPOUTb PAacCTOAHUA
CBSI3U M MPEeAYCTaHOBKM NMOAb30BAaTEAbBCKOIO peXxxmnMa. B mepBOM CAyYae NOAb30OBaTEAb
MO>XEeT OCTAaHOBUTbLCS MepeA rapakoMm, B3aTb CBON MOBUABbHbIN TeAedOH U HaXkaTb
KHOMKY, 4YTO6bl OTKPbITb BOPOTa. Bo BTOPOM CAy4dae, KOraa YCTPOWCTBO YCTAaHOBAEHO
Ha BHELUHEM MOCTY, MOAb30BaTeAb MPOCTO aKTUBUPYET YCTPONCTBO ABMXKEHUEM PYKMU,
M MoKa nx TeAedOH HaXoAUTCHA B AtOBOM MecTe aBTOMOBUASA, BOPOTa aBTOMATUUYECKNU
OTKpbIBaeTcA. AAA AanbHenwero yaoo6ctea 2N® Access Unit Takoke MoxceT 6bITb
MOAKAKOYEH K aBTOMaTUYECKNUM BbIKAKOYATEASM CBETa BHYTPU rapaxa.
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° HaCTpOﬁKa AAAbHOCTU KOMMYHUKaUUUN U AONMOAHUTEADbHbIX PEXXUMOB
* BbICOKMi ypOBeHb 6€30MacHOCTH 2N* Mobile Key

* MpocTou npoLecc NOAKAIOUEHUS
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2N° ACCESS UNIT TOUCK KEYPAD
3awmTa NoacobHbix NomMelweHunm

MeAKue MarasmHbl UMET XPaHUAULLA AU NMOACOOHbIE MOMELLEHNSA, KOTOPble
SBASAIOTCS YaCTblo MOMELLEHMN N MOTYT CTaTb MPUMaHKOW AAS BOPOB. [1o3ToMy
OHU AOAXKHbI 6bITb HAAEXXHO 3aLUMLLEHDb], @ AOCTYM K HUM BO3MOXXEH TOABKO AAS
COOTBETCTBYIOLLEro nepcoHana. B Takmx yctaHoBkax kKapTbl RFID 06bl4HO He
MCMOAb3YITCS, TaK KaK OHU MOryT 6bITb NOTEPSIHbl COTPYAHUKAMUN UAU YKPAAEHDI.
2N® Access Unit, ocHalLleHHbIN CEHCOPHOW KAABMATYPON, obecneymBaeT AOCTYN C
nomoubto PIN-kKopa 1 paboTaeT Ha 6ase TexHoAorum IP.

YCTPOMNCTBO MOXET YMNPaBAATbLCSA AUCTAaHLMOHHO aAMUHUCTPATOPOM,
OTBeYaloLLMM 3a BCe KOMMblOTepHoe 060pyAOBaHME B MarasuHe (KamMepbl,
cUCTeMbl 6€30MacHOCTU). YCTPOMCTBO TakXXe NMO3BOASET UCMOAb30BaTb PYHKLMUIO
«6eCLIYMHOW CUrHAaAU3aLUU», TAE AAST KAaXKAOIO MOAb30OBATEASA CO3Aa€eTCA
AOMOAHUTEAbHbIN MNH-KoA, NpnYeM NocAaepHas umdpa Ha OAHY eAVHULY

BbllLe, 4eM nUX 06blYHbIN PIN-KOA. DTOT KOA UYpe3BblYaMHOWM CUTYaALMMN MOXKET
MCMNOAb30BaTbCS COTPYAHUKOM, BbIHY>XXAEHHbIM OTKPbITb ABEPb MOA MPUHYXXAEHUEM
OT Bopa. BMecTo Toro 4tobbl MCMNOAb30BaTb CBOM NepcoHaAbHbIv PIN-kKoa
(HanpwuMep, 1234), oHU BBOAAT KOA 6becluyMHOM curHaAamsaumm (1235), koTopbin
OTKPbIBAET ABEPb, HO CPa3y e OTnpaBAdaeT KoMaHAY HTTP (MAM NoAKAOHaeTCA
K YKA3aHHOMY KOHTaKTY) B LleHTp 6€30MacHOCTU, YTO6bl OXPAaHHUKM MOTAMU
HEMEeAAEHHO MPUNTU Ha NOMOLLb.
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* HoBble BO3MOXXHOCTU 6Aaroaapsa IP TexHoAOrusm
* BbiICTpOe pearupoBaHUe Ha KacaHue
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2N° ACCESS UNIT RFID
3awmTta Bawero Oduca

2N® Access Unit - naoeaAbHbIN BbIGOP AASA MPOCTON U MAKCUMAAbHO HAAEXHOMN
3alUMTbl MoMeLlleHnn Bawero oduca.
— ° RFID-kapTbl ABASAIOTCH TUMMUYHBIM METOAOM UAEHTUDUKALUN COTPYAHUKOB B
odurcax, HO YaCcTO COMpPOBOXKAAOTCA TpeboBaHUEM permcTpaumm BpeMeHu
NMPMUX0AA N YXOAA COTPYAHUKOB. APYrmm TpeboBaHMEM MOXKET ObiTb KOHTPOAb
Haa CaMOW ABEPbLHO, LIeAbK KOTOPOTIo ABASIeTCS HAabAOAEHME 3a TEM, YTO ABEPb He
OCTaeTCs OTKPbITON CAULLKOM AOATO AU HE OTKPbIBaAETCA NMPUHYAUTEABHO.
Bce 3K TpeboBaHMA MOTryT 6bITb C AEIFKOCTbIO YAOBAETBOPEeHbl 2N® Access Unit,
CMOCOBHbLIM CYUTbIBATb Pa3sAnYHble TUMNbl RFID-kapT (125 kI'y, a Takxke 13,56 M)
M NOAKAIOUYATBECA K MOBUABHBIM TeanedoHaM no TexHoAorum NFC.

(I d .
AASl YCTAHOBKM 3TOr0 YCTPOMCTBA BaM HeOB6XOAMM TOAbKO Kabeab Ethernet,

KOTOpPbI obecrneumBaeT NUTaHMe No TexHoAornm PoE 1 nepeaady pAaHHbIX. 3aTeM
YCTPOWNCTBO MOAKAKOYAETCSH K 3aMKY UAU, MPU HEOBXOAUMOCTMU, TaKXKe K ABEPHOMY
KOHTaKTY UAU KHOTKE BbIXOAA AASI ObICTPOINO OTKPbITUS ABEPU MPU BbIXOAE

n3 oduca. Ecam pBepb ocTaeTCcsa OTKPbITOM CAULLKOM AOAFO MAU OTKPbIBAeTCH
NMPUHYAUTEABHO, YCTPONCTBO HEMEAAEHHO OTMPAaBASET YBEAOMAEHME 06 3TOM
NPOUCLLUECTBUN Ha aAPEeC SIAEKTPOHHOM NoYThl, AMBO Yepes crneumasbHyo
KoMaHAyY HTTP.
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¢ KOM6MHaLuMsa YCTPOMUCTBA KOHTPOAS U cuuTbiBaTeAs RFID kapT 2N® Access Commander

¢ MIpOABMHYTa peructpauusi cobbiTUn
AOCTYMHbIV NO

¢ AASl YCTAaHOBKU HEO6XOAUM AULLIb OAUH KabeAb

e TexHonoruss NFC AAS OTKPbITUSA ABepen : l:l www.2n.cz

*opryca AAS yCTPOUCTB Access Unit Takske AOCTYIIHbI B YePHOM L{BETE.eNn Negro.
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