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The 2N TELEKOMUNIKACE a.s. joint  -stock company is a Czech manufacturer and supplier
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The product family develo  ped by 2N TELEKOMUNIKACE a.s. includes GSM gateways,
private branch exchanges (PBX), and door and lift communicators.

2N TELEKOMUNIKACE a.s. has been ranked among the Czech top companies for years

and represented a symbol of stability and prosperity on the telecommunications market
for almost two decades. At present, we export our products into over 120 countries

worldwide and have exclusive distributors on all continents.
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2NE isa registered trademark of 2N TELEKOMUNIKACE a.s.. Any product and/or othe r
names mentioned herein are registered trademarks and/or trademarks or brands
protected by law.
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2N TELEKOMUNIKACE administers the FAQ database to help you quickly find information

and to answer your questions about 2N products and services. On fag.2n.cz you can find
information regarding products adjustment and instructions for optimum use and
procedures AWhat to do if...#d.
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Declaration of Conformity

2N TELEKOMUNIKACE a.s. hereby declares that the 2N £ Helios product complies with all
basic requirements and other relevant provisions of the 1999/5/EC directive. For the full
wording of the Declaration of Conformity see the CD -ROM enclosed and at www.2n.cz.
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The 2N TELEKOMUNIKACE company is a holder of the ISO 9001:200 8 certificate. All
development, production and distribution processes of the company are managed by this
standard and guarantee a high quality and advanced technical level of and a professional
approach to all of our products.
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Product
Overview

In this section, we introduce the 2N € Helios IP product, outline its applicat ion options
and highlight the advantages following from its use.

Here is what you can find in this section:
A Product Description

A Terms and Pictograms Used



Product Description 1.1

1.1 Product Description

Basic Features

The 2N F Helios IP door intercoms  are capable of replacing the tr  aditional doorbell
button panel with a speakerphone and the entire system of wiring, bells and intercom
installations in buildings where structured cabling is installed. Their installation is very
easy, all you need is connect it to the other LAN elements using a twisted UTP cable.
By pressing any of the quick dial buttons, 2NF Helios IP will set up a call to the

number that had been stored in the respective memory. The number of buttons (in
some models ) can be extended up to 54 using 8 -button or 16 -button extending
modules.

Thanks to an integrated scheduler it is possible to configure each of the buttons in
such a way that the called party is always available.

It is possible to define up to three telephone numbers for each of the buttons,
between which 2N Helios IP switches at absence.

Beside the buttons, you can also use the numeric keypad, which also serves as a code
lock. With the use of this keypad you can also use the system as a button telephone.
The keypad can be combined with the quick dialling butt ons.

2NF Helios IP supports video streaming. This function allows the user to scan the area

in frontof the 2N Helios IP camera. Thus, 2NF Helios IP provides better and broader
services than a standard house intercom systems. Thanks to the integrated SIP

protocol it can make use of all VoIP services, call forwarding at absence (to another

office, to the VoiceMail system or a cellular phone) or call switching (from the
secretarybés office to a specific person, e.g.

In addition, 2NF Helios IP includes a sw itch that helps you control the electric lock
from any VolIP telephone (by entering the code using tone dialling).

Advantages of Use

A Works in the Ethernet network

A Power supply over Ethernet T PoE

A SIP communication protocol

A Integrated web server for configur ation

A Up to 54 quick dialling buttons

A Up to 999 users / user groups

A Video (camera -equipped models) streaming

A Display of information (display -equipped models)

A Integrated scheduler with day/night/weekend modes

A Can be used as a standard VolP telephone and a ¢ ode lock (keypad -equipped
models)



Modular system i up to 54 buttons + keypad
DTMF according to RFC2833,in  -band

> >



Terms and Symbols Used 1.2

1.2 Terms and Symbols Used

Manual Symbols

Safety

) |

A Always abide by this information to prevent injury of persons.

Warning

A Always abide by this infor mation to prevent damage to the device.

A Important information for system functionality.

© B b b

A Useful advice.

A Additional information.

(o0}



2NF Helios IP
Configuration

This section describes the  2NF Helios IP configuration.

Here is wha t you can find in the section:

A Quick Configuration for Calling

A Configuration



Model Overview 2.1

2.1 Model Overview

The table below includes the properties and functions of the available 2NF Helios IP
models .
Helios IP Helios IP Helios IP
PropertyModel Force Safety

Part Nb. PmMOoT X dmp wmX PMpHX
Integrated camera optional optional optional
Wide-angle lens no yes yes
Integrated microphone and

loudspeaker yes yes yes
Two integrated microphones no yes yes
Count of basic unit buttons 1, 30r6 lor4 1, 20r3
Extended cont of buttons

(extendes) yes(up to48) no no
Numerial keypad optional optional no
Internal RFIDcard reader optional optional no
Display optional no no
Standardswitch yes yes yes
Additional switch optional optional optional
Digital input optional optional optional
Adaptive volume control no yes yes
Standard amplifier output 150mwW 1w 1w
Extended amplifier output 10W) no yes yes
PoE 802.3apower supply yes yes yes
12V DGower supply yes yes yes
Tamper switch no optional optional
Badlit buttons no yes yes
Backlit name plates yes yes no
Count of elephone directory

entries 54/999 54/999 3
Count of elephone numbers per

user 3 3 3
Substitute if inaccessible no/yes no/yes no/yes
User activatiofdeactivation no/yes no/yes no/yes
Caunt of controlled switches 2/4 214 214
Count of universal switch codes 2/10 2/10 2/10
User switch codes in telephone

directory no/yes no/yes no/yes
Extended lock setting options nol/yes nol/yes no/yes
HTTRock control option no/yes no/yes no/yes
User pofiles yes yes yes

10



2.1

Model Overview
PropertyModel Helios IP HE:;):eIP HSeZIil]?;;P

Count of user profiles 3/20 3/20 3/20

no/yes no/yes no/yes
JPEG/MJPEG http video yes yes yes
2N Helios IP Eymipport yes yes yes
Audio/video streaming (RTSP
Server) nol/yes nol/yes no/yes
E-mail sending(SMP Client) no/yes no/yes no/yes
Telephone mode yes yes no
User defined sounds no/yes no/yes no/yes
Automatic update (TFT@ient) nol/yes nol/yes no/yes

Table 2.1 Model Overview

The values behind the sla  sh (54/ 999 , e.g. ) are applied only if the licence key
(profes sional 2N Helios IP licence) is inserted

11



Quick Configuration for Calling 2.2

2.2 Quick Configuration for Calling

This sub section describes the most common and convenient way of configuration. For
details on the configuration parame ters refer to the  subsection s below.

Language Selection

Before you start configur ing, select the administration web server language using the
folder menu in the right  -hand upper corner of the screen.

Network Settings

If you have not set the IP address obta ining from the DHCP server, change the default
IP address of your 2NF Helios IP. To set the IP address, use the Other settings 1>
Network menu as shown inthe Network subsection.

Static Parameter Setting

For Windows OS users: to k  now your network parameters, enter in the command line
ipconfig Tall

Static IP address
Set the IP address assigned by your LAN administrator.

Network mask
Set the network mask.

Default gateway
Set the default network gateway.

Primary DNS
Set the primary  Domain Name Server IP address for your LAN.

Secondary DNS
Set the secondary Domain Name Server IP address for your LAN.

12



Quick Configuration for Calling 2.2

SIP Parameter Setting

Set your VoIP network parameters to make calls from your 2N Helios IP. To do this,
use the Other settings 1> SIP setting menu.

Display name

Set the name to be displayed to the called subscriber. The name will also be
displayed in the right  -hand upper corner of the web interface and used for

2NE Helios IP identification in the 2NF Helios IP Network Scanner application

User ID
Set the user name to be used for registration.

Domain
Set the domain name or IP address of the server to be used for calling.

Use authorisation ID
Define whether the authorisation ID or user ID shall be used for authorisation.

Authorisation ID
Set the authorisation ID to be used for authorisation if the Use authorisation ID is

set to Yes.

Password
Define the authorisation password for registration and calling.

Local SP port ‘
Set the port to be used by 2NE Helios IP for SIP signalling.

Proxy address \
Set the SIP proxy address to be used by 2NE Helios IP for calling.

Proxy port
Set the SIP proxy communication port for SIP signalling.

2N © Helios IP registration
Define whether 2N Helios IP should register at the SIP proxy.

Registration restricted to:
Setthe time for  2NF Helios IP registration.

Registrar address:
Set the registrar address.

Registrar port:
Set the registrar communication port.

13



Quick Configuration for Calling 2.2

Telephone Directory Setting

The telephone directory menu is used for configuring the quick dialling buttons ( Basic
settings 1> Telephone directory ). The telephone directory  contains upto 999 po sitions
(depending on the model type ; refertothe Model Overview above). The first 54
positions correspond to the quick dialling bu ttons of 2NF Helios IP and the buttons of

the extending modules attached. To retrieve the remaining positions, use the numeric

keypad if available. To select a telephone directory position, use the upper navigation

bar with button numbers. To move between the positions, either use the arrow keys

or enter the position number and push the Move to button (see Figure  3.10).

22 Phone book

¢ i » Go to -I$

General settings User activation & deactivation

Position enabled: Activation code: _
Position name: _ Deactivation code: _

User current state: Active Qghange

Figure 2.1 Telephone Directory Navigation Bar

Position enable

The Position enable swit ch defines whether the particular position is enabled or
disabled. You have to enable a position to dial its telephone number. To select a
position status, either push a quick dialling button (for positions 1 1 54) or enter
the position number using the 2NF Helios IP numeric keypad.

Position name
Here enter a personal name for the selected telephone directory position. This
parameter is optional and facilitates the telephone directory search.

Telephone numbers
Enter up to three telephone numbers for a selecte d telephone directory position.
These numbers are called sequentially, one after another.

Number 1, 2 and 3:

Enter the station telephone number to which the call should be forwarded. If the

station number included in Number 1 fails to answer, the call will be forwarded
automatically to Number 2, and so on. For the call forwarding timeout refer to the
Miscellaneous subsection.

It is unnecessary to define the remaining parameters for a quick configuration. For
details on the paramete  rs necessary for a detailed configuration, refer to the
subsection s below.

14



Quick Configuration for Calling 2.2

Lock Setting

To set the lock 1 codes use the Basic settings 1 >Lock1l menu.

Lock setting
Set whether and for how long the lock should be active after the correct unlocking
code has been entered.

Lock codes :
Enter the lock 1 opening codes for 2NF Helios IP. If a code matches another code
entered earlierin ~ 2NF Helios IP, press % The s ymbol will appear next to the
code.

Having completed the configuration, restart 2NF Helios IP, refer  to the appropriate

sub section. From now on,  2NF Helios IP is ready to make calls.

15



Configuration 2.3

2.3 Configuration

ZNF Helios IP is configured through an integrated administration web server. Connect
2NE Helios IP to the IP network and make sure that 2NE Helios IP is powered

IP Address Obtaining from DHCP

By default, obtaining the IP address from the DHCP server is selected in 2N £ Helios IP.
After power up, 2NF Helios IP automatically receives the IP address from the DHCP
server. If you do not have access to the DHCP server, you can find the IP address

received with the HeliosIPNetScanner program, which is available on the installation
CD. If 2NF Helios IP is switched to the static IP address mode, switch it to the DHCP IP
address obtaining mode as follows:

1. Power on 2NE Helios IP.

2. Waituntil 2NF Helios IP completes the booting process. The end is signalled

by a sequence of tones H r .

w

Push the buttons  as described in the  Device configuration subsection of
2NF Helios IP Installation Manual  within 30 seconds

4.  Switching to the DHCP | P address obtaining mode is signalled by the

-
sequence of tones Er Er D .

5.  Wait until the device is restarted.

Manual IP Address Setting

If the DHCP server is unavailable, you can set a default static IP address in your
2NE Helios IP. Proceed as follows:

1. Power on 2NE Helios IP.

2. Waituntil 2NE Helios IP completes the booting process. The end is signalled

FW |

3. Push the buttons as described in the Device configuration subsection of
2NF Helios IP Installation Manual w ithin 30 seconds

by a sequence of tones

4. Switchingtot he default static IP address mode is signalled by the sequence

of tones Er Er D. _

5. Wait until the device is restarted.

6. Now, 2NF Helios IP has the following network parameters:
IP address: 192.168.1.100
Network mask: 255.255.255.0
Default gateway: 192.168.1.1

16



Description of 2NE Helios IP Network Scanner

Configuration 2.3

2NE Helios IP in

The purpose of this application is to find the dynamic IP address of

the local IP network. The application is available on the installation CD, which is part
0 is required for installation.

ofthe 2NF Helios IP package. Microso

1.
2.

Figure 2.2 2NF% Helios IP Network Scanner Insta

ft NET Framework 2.

Runthe 2NF Helios IP Toolkit installer.
The installation wizard will guide you through the installation

{& HeliosIP Toolkit 1.1 N

Welcome to the HeliosIP Toolkit 1.1 Setup Wizard

The installer will guide you through the steps required to install HeliosIP Toolkit 1.1 on your

computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Biack I Next > I

Cancel I

llation Wizard

2NE Helios IP Network Scanner application, run the

3.  After installing the
Start menu of the Microsoft Windows operating system

application using the
Upon launch, the application starts searching the LAN automatically for all

4,
2NE Helios IP intercoms with an assigned or statically set IP address. The

intercom s are then listed in a table.
¥ HeliosIP Network Scanner (1.3.0.0) o =] [ |
# IP &ddress Serial Murnber MAC Address S Wersion Description
192, i3 [ 0805720075 0-50-C2-81-Fb-27 236
Browse 192.168.22.233...

Refresh

1 devices found.
Figure 2.3 2NF Helios IP Network Scanner Window
it with the right -

Selectthe 2NF Helios IP intercom to be configured. Click on
hand mouse button and select Browse... to open the web browser window, log
into 2N Helios IP and start configuring as described in the Login sub section

5.

below.

17



Configuration 2.3

Login

In the web browser enter the IP address of 2NE Helios IP. Subsequently, a login
screen will be displayed. The default login username and password are as follows :
Username: Admin
Password: 2n

If the login screen does not appear, an incorrect IP address was entered into the web
browser orthe 2N Helios IP administration web server was turned off. If you are not
sure of the IP address of ~ 2NF Helios IP, use the  2NF Helios IP Network Scanner
application as described in the Description of 2NF Helios IP Network Scanner
sub section.

Language Selection

You can select the language using the tag menu in the right -hand upper corner as
shown in Figure 3.13.

EN

Figure 2.4 Language Selection

18



Configuration 2.3

Information

In this sub section find the basic infor  mation on the respective 2NF Helios IP system.

Product name: Helios IP DHCP status: on

Software version: 1.10.0.245.0 IP address: 192.168.200.14
Bootloader version: 1.1.0.3.0 Net mask: 255,255.255.0
Hardware version: 535v2 Default gateway: 192.168.200.1
Number of buttons: 6 Primary DNS: 192.168.200.1
Serial number: 54-0043-0071 Secondary DNS:

MAC address: 7C-1E-B3-00-02-F6

Up time: 4d 22h 54m

Ethernet frames transmitted: 25699
Ethernet frames received: 39518
Registration state: Not registered Ethernet frames dropped: 0
Registration at: UDP packets transmitted:
Registration time: N/A UDP packets received:
UDP packets dropped:
TCP packets transmitted:
TCP packets received:

Call state: Inactive TCP packets dropped:
Opponent:

(Yu
na

=W W
o O
(=]

-
o

iy

75
9

332

[

Call duration:
Audio codec:
Video codec:

Figure 2.5 Basic Information

Software version i the current 2NE Helios IP firmware version. For firmware
update refer tothe  Auto Update subsection.

Bootloader version i the bootloader version.

Hardware version i the 2N® Helios IP hardware version.

Serial number I the product serial number.

MAC address i the Ethernet interface address.

Uptime i the period of time since the last rest art.

Registration status i the current 2NF Helios IP -to-SIP proxy registration status:
- In progress I registration in progress.

- Registered i 2NE Helios IP is registered to the SIP proxy.

19



Configuration 2.3

- Not registered i 2NF Helios IP is not registered to the SIP
proxy.
Reg istration at i the IP address or domain name of SIP proxy to which 2NF Helios IP
is registered.
Registration time i registration date and time.
Call state T the current call status:
- Inactive 1 system inactive;

- Callset -up 1 call being set up;

- Ringing 1 ringing at VoIP phone;

- Incoming 1 VolP phone -to-2NF Helios IP call being set -up;
- Outgoing 1 2NF Helios IP -to-VolP phone call being set  -up.

Opponent i displays the SIP address called from 2NE Helios IP.

Call duration T the current call duration.
Audio codec T the audio codec used for the current call.
Video codec i the video codec used for the current call.

DHCP status T displays whether the obtaining of the IP address from the DHCP
server is on.

IP address i the current IP address of 2NE Helios IP.

Net mask i the current subnet mask.

Default gateway 1 the current default network gateway.

Primary DNS 1 the current primary Domain Name Server.

Secondary DNS i the current secondary Domain Name Server.

Ethernet frames transmitted T the count of Ethernet frames trans mitted.
Ethernet frames received i the count of Ethernet frames received.

Ethernet frames dropped T the count of Ethernet frames dropped due to damage.
UDP packet transmitted T the count of UDP packets transmitted.

UDP packet received i the count of UDP pa ckets received.

UDP packet dropped T the count of UDP packets dropped due to damage.

TCP packet transmitted T the count of TCP packets transmitted.

TCP packet received i the count of TCP packets received.

TCP packet dropped 1 the count of TCP packets dropp ed due to damage.

20



Configuration 2.3

Telephone Directory

To set the telephone directory, use the Basic settings i > Telephone directory  tag. The
telephone directory includes 999 records T positions. Typically, one position
corresponds to one user. You can assign up to three p hone numbers to each

position/user.

22l Phone book

¢ $ oo EY

General settings User activation & deactivation

Position enabled: es v Activation code:
Position name: Feception Deactivation code:
E-Mail: User current state: Active @hange

Phone numbers
User door-lock codes
MNumber 1: 2000

Lock 1 code:

<

Time profile: [hot usad]
. Lock 2 code:
Station name:
Number 2:
Card reader
Time profile: [not used] & =

Station name: User card ID:

Number 3:

Time profile: [not used]

Station name:

Substitute
if inaccessible:

Figure 2.6 Telephone Directory

To move between the positions either use the arrow buttons, or enter the position
number and push the  Move to button in the right -hand u pper corner.

The first 54 positions  (depending on the model type; refer to the Model Overview
above) are the same as the quick dialling buttons on 2NE Helios IP and buttons on the
extending. For the other position s use the numeric keypad if available in your

2NF Helios IP.

21



Configuration 2.3

General Settings

Position enabled
Here select whether the selected telephone directory position shall be enabled or
disabled. Remember to enable a position to call to its number.

Position name

Enter the name of the person to be assigned to a selected telephone directory
position. This parameter is optional and helps you search the telephone directory
more easily.

E- malil
Enter the e -mail address of the user to which information on missed calls shou Id
be sen t. Refer to the E-Mail subsection for details

Telephone Numbers

Here define up to three telephone numbers to be called one after another when a
quick dialling button or keypad is used.

Numbers 1,2 and 3

Enter the telephone number to which the call is to be routed. If the call is not
answered by the station with the telephone number specified under Number 1, it
will be forwarded automatically to the telephone number specified under Number
2 and so on.

2NE Helios IP also allows for direct calling in the format sip:user_id@domain:port,
e.g.: sip:200@192.168.22.15:5062 or sip:name@yourcompany.

Time schedule
Assign a time schedule to a telephone number for validity management . Refer to
the Scheduler subsection for details on time schedule settings

Substitute if inaccessible

Enter the person to whom the call will be routed if the original person is not

reached . This functionis supported by selected 2NF Helios IP models o nly (referto
the Model Overview subsection ).

Station name

Enter the PC address to which information on the current call to the user telephone

number is to be sent. This information is used by the 2NF Helios Eye ap plication for
displaying an additional video window for users that are not equipped with display

video telephones. Enter the address as follows: ip_address[:port]. The port

parameter is used optionally where address translation (NAT) is set between the

PC and 2N & Helios IP.

User Activation and Deactivation

Here set the user activation and deactivation codes. The user may activate or
deactivate 2NF Helios IP using the user telephone or numeric keypad. If just one code
is set, or both the codes are the sam e, the current user status will be switched after

22
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code entering. You can verify the selected status by a sound signalling. Together with

the scheduler settings, the user activation and deactivation define whether a call will

be established for the given te lephone number . This function is supported by the
camera -equipped 2NF Helios IP models onl .

User Door Lock Codes

Write the user codes for 2NF Helios IP unlocking. Each user may be assigned two

unique codes for lock 1 and 2 opening. If the codes are identi cal with other codes
already entered in ~ 2NF Helios IP, the following mark will appear with the respective

codes: . This function is supported by s elected 2NF Helios IP models only (  refer to
the Model Overview subsection ).

Card reader

User card ID

Identifi cation of the RFID card assigned to the user

23



Configuration 2.3

Scheduler

The scheduler helps you set conditioned calling to user numbers. In case a user is not
present, 2NF Helios IP need notsetup ac all to his or her telephone number but can
automatically call other telephone numbers in the directory or the substitute number.

Each user number can be assigned a scheduler T profile. Upto 20 profil es can be
created altogether  (depending on the model typ e; refertothe  Model Overview
subsection ). There are two possible ways of profile validity condition setting: time

setting in the Time schedule, or manual setting of the profile activation and
deactivation codes. F  or you to use both the functions at the same time, the two
conditions must be met at the same time.

“EJ Scheduler

& D coo EEY
General settings Profile activation & deactivation

. Activation code: 147
Profile name: Working hours

Deactivation code: 741

Profile schedule Profile current state: Active @ha“ge

Active From - To

Sunday: 00:00

Monday:

User active if...

9 Profile active only (independent)
Tuesday:

® profile & user active
Wednesday:

Thursday: | 08:00 B
Friday: 08:00 &g
Saturday: 00:00 g

® profile & user not active

® profile or user active

16.30]
1630
16:30]
16:30]
1630}
2359

® profile or user not active

Figure 2.7 Scheduler Set -up

General Settings

Profile name

Enter the scheduler profile name. This paramet er is optional and helps you search
the list of profiles more easily.

24



Configuration 2.3

Profile Time Schedule

Set the presence of a user in a week period. A profile is active if the current time
matches the set parameters. To use this function properly, make sure that the ¢ urrent
time data have been set properly on the device (see the Date and Time subsection).

Profile Activation and Deactivation

Set the manual user activation and deactivation codes. To activate or deactivate a

profile, use the DTMF code from the user teleph one orthe 2NF Helios IP numeric
keypad. If just one code is set, or both the codes are the same, the current user

status will be switched over after code entering. You can verify the selected status by

a sound signalling. If no code is set, the function i s inactive and the profile status
depends on the time schedule.

User Active | f é

Set at what user and profile status the telephone directory numbers will be called. The
settings are applicable only if the time schedule is set for the given telephone number
in the directory. See the Telephone Directory subsection . This function is supported by
selected 2NF Helios IP models only ( refertothe Model Overview subsection ).

Profile active only (user independent)
A telepho ne directory number is called only if the profile is active.
Example of use: you want to call the reception desk during working hours.

Profile & user active

A telephone directory number is called only if the profile and the user are active.

Exampleofuse: you want to call the secretaryos offic
the secretaryods presence.

Profile active & user inactive

A telephone directory number is called only if the profile is active and the user is
inactive.

Example of use: you want to call the r eception desk during working hours when
the secretary is absent.

Profile or user active

A telephone directory number is called if the profile or the user is active.
Example of use: you want to call the stock release department during working
hours or when the personnel are present.

Profile active or user inactive

A telephone directory number is called if the profile is active or the user is

inactive.

Exampleofuse: you want t o c al dcellalar phene bunrig c i lenchdime or
t he t eclsabsenéean 6
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Locks

Configuration 2.3

This menu helps
mo del type;
2NE Helios IP.

Lock settings

Lock enabled:
Time profile:

Lock mode:

Switch-on duration:

Sound signalization:

Display info:

Output relay:

Synchronize with:
Synchronization delay:

Activate by call:

refer to the

you set the switch codes and control

[not used]
:
CH -

Mo hd

Model Overview subsection ) for upto 4

options (depe nding on the
locks connected to

@ Lock 1

Lock codes

Code Access

00 W Frone ~[iotuzen) )
I
T [
T [
T [
N T [
T [

Time profile

N T [

. T [

Quick dial button:

External command Lock code options

Switch-on command: Enable ON/OFF mode:

Switch-off command:

Figure 2.8 Lock Settings

Lock Settings

Lock enabled

Enable or disable lock control globally. If disabled, the lock
any of the codes entered (including the user lock codes)
speed dialling button.

cannot be opened with
or activated by acall or

Time profile

Assign a time schedule to the lock code for global management. If the assigned

time schedule is not active, the lock switch cannot be opened with a lock code or
activated by a call or speed dialling button. Refer to the Scheduler subsection for
details on time schedule settings
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Lock mode

Select either the  mono -stabl e or bi-stab le lock switch mode.  The switch is
automatically switched off after a predefined switch -on time inthe  mono -stabl e
mo de. The first activation opens and th e second activation closes  the switch inthe

bi-stabl e mode .

Switch -on duration
Set the lock switch -ontime inthe mono -stable mode. The time interval set here is
not applied to the bi  -stable mode.

Sound signal  ling

Set the sound signalling type during lock switch -on status. Select one of the
following: Shorttone , Longtone  (during the whole switch  -ontime ), ora User
sound , referto the User S ounds subsection .

Display info
Enable or disable displaying of lock switch -on signalling

Output relay

This option helps you assign a switching relay to the lock: Basic switch or
Additional switch , and /or a reader switch: Reader switch #1 , Reader switch
#2 ifthe RFID card reader is installed

Synchronis e with

Enable lock synchronisation for automatic lock switch activation after a predefined
time interval after another lock switch activation . Use the Synchronisation delay
parameter to set the timeout value.

Syn chronis ation delay
Set the time interval for synchronised activation of lock switches . The param eter

is not applied if the ~ Synchroni se with  function (above) is not enabled

Activate by call

Set lock activation by an incoming/outgoing call. The switch is active during the
whole call inthe bi  -stable | ock switch mode . The switch is activated by the call
start and deactivated after a predefined switch -on time in the mono  -stable mode.

Quick dial button

Assign one of the speed (quick) dial buttons to the lock switch . Push this speed
dial button to activate the lock switch . Once assigned to a lock switch, this button
cannot be used for dialling

External command

Switch -on command

Set the command to be sent to an external device (WEB rel ay, e.g. ) viathe HTTP
protocol (GET request) whenever the lock switch is activated. The required format

is http://ip_address/path . Example: http://192.168.1.50/relayl=0on

Switch - off command
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http://192.168.1.50/relay1=on

Configuration 2.3

Set the command to be sent to an external device ( WERB relay, e.g.) via the HTTP
protocol (GET request) whenever the lock switch is deactivated. The required
format is http://ip_address/path . Example: http://192.168.1.50 [relay1 =off
Lock Codes
A list of the universal lock codes to be entered using a telephone set or the ) 2NF Helios
IP keypad. The count of universal lock codes is determined by the 2NF Helios IP model

type; refer to the ~ Model Overview subsection .

Access
Di sable code entering from the userds numeri c Kk

Time profile
Assign a time schedule to the lock code for validity management . Refer to the
Scheduler sub section for details on time schedule settings

Lock code options

Enable ON/OFF mode

You are recommended to  enable different activation/deactivation codes while
setting the bi -stable lock mode . Use this parameter to set a mode where odd

codes (1, 3,5, etc.) are used for lock switch activation and even codes (2, 4,6,
etc.) forlock switch deactivation . If this mode is OFF  (default setting), then you
can use any code to turn the lock switch into the opposite state (ON/OFF). This
does not apply to the mono -stable lock switch mode where the activation time is
prolonged .
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Network

This menu is used for setting the 2NF Helios IP network parameters. A change of any
of these parameters will not show until the next 2NE Helios IP restart.

By default, obtaining the | P address from the DHCP server is switched on in

2NE Helios IP (DHCP client enabled). To find the IP address of your 2NF Helios IP, use
the 2N Helios IP Network Scanner program included on the CD. If, in your LAN, the

DHCP server is not used or properly ¢ onfigured for your 2N? Helios IP, you can push

the appropriate quick dialling button sequence to switch 2NE Helios IP into the fixed IP
address mode (see the  Device configuration subsection of 2NE Helios IP Installation
Manual ).

®

Network

DHCP settings Static settings

DHCP client enabled: Static IP address: 192.168.22.233
Network mask: 256.255.255.0
NAT settings Default gateway: 192.168.225
Primary DNS: 192.168.1.5
External IP address:

Figure 2.9 Network Parameter Setting

DHCP Settings

DHCP client enabled
Switch on the function of obtaining the IP address from the DHCP server.
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Static Settings

For Windows OS users: find the network parameters by entering ipconfig i all inthe
command line.

Static IP address
Set the static IP address assigned by your local network administrator.

Network mask
Set the network mask.

Default gateway
Set the default network gateway.

Primary DNS
Set the IP address of the primary Domain Nam e Server used in your LAN.

Secondary DNS
Set the IP address of the secondary Domain Name Server used in your LAN.

NAT Settings

These settings are applicable only if 2NF Helios IP is op erated in a LAN and assigned
no public IP address

Extern al IP address

Set the public IP address for your router to which 2NF Helios IP is connected. If
2NE Helios IP6s | P addr e slsaveithss figiddlank i ¢
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Date and Time

This menu helps you set the time zone and time synchronisation using the NTP server.
For manual d ata and time setting refer to the Tools subsection .

Date & Time

Time zone Time synchronisation

Time zone: Use NTP server:

(GMT+01:00) Europe/Paris j NTP server address 192.168.1.102

TZ rule:

Figure 2.10 Date and Time Settings

Time Zone

Time zone

Set the time offset at the place of installation relative to the GMT i Greenwich
Mean Time. This setting is intended for switching on/off the daylight saving time
in spring and autumn.

TZ rule
If 2N Helios IP is installed in a location not included in the Time zone parameter,
specify the time shift offset and daylight saving time switch on/off manually here.

Remember to set the Time zone to the Use TZ rule below function.
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Time Synchronisation

Enable or disable the

2NF Helios IP synchronisation using the NTP (Network Time
Protocol) server.

Set the IP address of the NTP server for 2NF Helios IP time synchronisation.
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SIP Settings

Configuration 2.3

In order to set up calls from 2NE Helios IP, define your VolIP network parameters. To
do this use the  Advanced settings 1 > SIP settings menu.

Remember to restart ~ 2NF Helios IP after setting the SIP parameters.

User settings

Display name: HeliosIP 4291
User ID: 429

Domain: 192.168.1.141

Use auth ID:
Auth ID: 4291

Other settings

Local SIP port: 5060

Send keepalive packets:
Starting RTP port: 5000
RTP Timeout: s

Figure 2.11 SIP Settings

SIP Settings

SIP proxy settings

Proxy address: 192.168.1.141
Proxy port: 5060

SIP registration

Register Helios IP:

Registration expires:

Registrar address: 192.168.1.141

Registrar port: 5060

User Settings

Display name

Set the name to be displayed to the called party. The name will also be displayed
in the right -hand upper corne r of the web interface and used for 2NE Helios IP
identification in the ~ 2NF Helios IP Network Scanner application.

User ID
Set the user ID for registration.

Domain

Enter the domain name or IP address of the server to be used for calling.
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Use authorisation ID
Set whether 2NF Helios IP should use the authorisation ID or user ID only for
authorisation.

Auth 1D
Enter the authorisation ID to be used for authorisation if the Use authorisation ID
parameter is set to Yes.

Password
Enter the password to be used for authorisation during registration and calling.

Other Settings

Local SIP port

Set the communication port to be used for SIP signalling by ) 2NE Helios IP. The
change of this parameter will not show until the next 2NE Helios IP restart. The
default value is  5060.

Send KeepA live pa ckets

Set whether ornot  2NF Helios IP should periodically query about the state of the
called station using the SIP OPTIONS requests during a call. Use this option to
detect a disconnected or defective station

Initial RTP port
Set th e initial port for the range of 60 RTP ports to be used for audi o and video
transfers. The default valueis 5000 ( i.e. the range of 5060 -5059).

RTP Timeout

Set the time limit for receiving audio stream RTP packets during a call. When the
limit is exceeded, the call is terminated by 2NE Helios IP. Set 0 to disable this
limitation

SIP Proxy Settings

Proxy address \
Set the IP address of the SIP proxy used by 2NF Helios IP for calling.

Proxy port
Set the SIP signalling port to the SIP proxy.

SIP Proxy Registrat ion

Register 2N Helios IP
Set whether 2NF Helios IP should register with the SIP proxy.

Registration expires \
Set the minimum time for 2NF Helios IP registration attempts.
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Set the registrar IP address.

Set the registrar com  munication port.
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Administration Web Server

This menu helps you configure the administration web server.

ﬁ] Web server

Web server settings
Web server:
Web server port:

Web server language:

Access passwords

o =]
o |
[ Engish =]
Admin password: m
fseseeeee |

Confirm password:

Figure 2.12 Web Server Configuration

Web Server Settings

Web server
You can disable the administrat ion web server launching. The change of this
parameter will not show until the next 2NE Helios IP restart.

Web server port

Set the web server communication port. The change of this parameter will not
show until the next ~ 2NF Helios IP restart

Web serverla  nguage
Set the default language after login to the web server.
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Access Passwords

Admin password

Set the administrator password for 2NF Helios IP configuration through the
administration web server. Enter the new password into both of the Admin
password and Confirm password fields.
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Audio

Configuration 2.3

This menu is used

Speaker settings

0 dB (default) [v

Master volume:
Audio volume:
Audio AGC:
Warning volume:
Key beep volume:

Lock open volume: 0 dB (default) |v

0 dB (default) |v|

0 dB (defaulf) [v ]

CPT volume:

Ringing volume:

Adaptive volume
Adaptive mode: No |v

Minimum volume:
Maximum volume:

Yolume correction:

Figure 2.13 Audio Parameter Settings

for the 2NF Helios IP audio settings .

4¥ Audio

Microphone settings

6 (default) |v

AGC: On |+

Sensitivity:

Noise reduction: off |v

Speaker Settings

Master volume

Set the global loudspeaker volume. This paramete

calls and all acoustic signalling.

Audio volume
Adjust the loudspeaker volume for a call.

Warning volume
Set the volume of the

Key beep volume
Set the volume of the tone

r controls the volume of the

2N Helios IP signal tones that announce status changes.

generated whenever a key is pushed.
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Lock open volume
Set the volume of the unlocking signalling tone.

Call tones \

Set the volume of the dialling, ringing and busy tones if generated by 2NE Helios IP.
Ringing

Set the volume of the incoming call signalling to ne i ringing tone. Incoming calls

are signalled when the  automatic incoming call receiving function is off, see the
Miscellaneous subsection .

Microphone Settings

Sensitivity
Set the microphone sensitivity.

AGC (Automatic Gain Cont rol)
Set whether the Automatic Gain Control function should be used.

Noise reduction
Set the mode for noise reduction arising primarily during echo cancellation.

Adaptive volume

Adaptive mode
Enable the adaptive volume control mode where the loudspeaker vo lume is
adjusted automatically according to the current ambient noise.

Minimum volume
Set the minimum volume value in the adaptive mode to avoid drop below the
defined limit.

Maximum volume

Set the maximum volume value in the adaptive mode to avoid increas e above the
defined limit.

Volume correction

Turn up/down the loudspeaker in the adaptive mode in case the default adaptive
mode settings fail to meet the local conditions.
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Video

This menu is used to set the video camera. To set the codec properties use the
Advanced Settings T > Video codecs menu, see the Video Codecs subsection.

Video

Camera settings

Brightness:

Color saturation: 100% {default) >
Flip horizontally: m
Framerate decreasing: m

Flicker avoidance: m

Figure 2.14 Video Parameter Settings

Brightness
Set the intensity of the video camera stream.

Colour saturation
Set the colour saturation of the video camera stream.

Flip horizontally
Set whether the picture is to be flipped horizontally.

Frame rate decreasing

Enable an automatic decreasing of the frame rate under poor light conditions,
which improves the video quality to the detr iment of the frame rate.
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Here you can eliminate flicker caused by artificial sources of light such as fluorescent
lamps. The flicker frequency depends on the light source power supply frequency.
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Audio Codecs

This tag is used for configur  ation of priorities of the use of audio codecs.
42 Audio Codecs

Preferred audio codecs Receiving of DTMF

Choice 1: Receive in audio:
Choice 2: Receive via RTP:
Choice 3: Receive via SIP:
Choice 4:
Sending of DTMF
Quality settings Send during a call:
Jitter compensation: Send in audio:
QoS DSCP for audio: _ Send via RTP:
Send via SIP:

84

Figure 2.15 Audio Codec Settings

Preferred Audio Codecs

Setthe audio codecs for 2N Helios IP telephone call set -ups. Select G.711 (PCMA or
PCMU), L16, or G.729. Audio codec priorities are determined by the sequence :t he
first ¢ odec in the sequence has the hi ghest priority. Codec G.729 is supported by
selected 2NF Helios IP models only ( refertothe Model Overview subsection ).
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Transmission Quality Settings

Jitter compensation

Set the buffer length to compensate jitter caused by variable delays between
incoming RTP packets. A longer buffer mans a better transmission quality yet a
higher transmission delay.

QoS DSCP for audio

Set the priority of the audio transmitting packets in the network. The value is
copied into the ToS (Type of Service) field in the IP packet header.

A Wrong settings may deteriorate the transfer quality. Do not change this
parameter if you ar e not sure. The change in transfer quality will show
only in case the network components support this service.

DTMF Re ceiving and Sending

Defines how DTMF signalling should be received ar
parameters for correct settings.

1. Receive as audio/ Send as tones T transmits the DTMF signals in the audio
channel. This setting is unsuitable for cases where the audio channel is
comprised using high  -compression codecs such as GSM codecs.

2. Receive as RTP/Send as RTP 1 transmits DTMF signalli ng as special RTP
packets according to the RFC2833 recommendation.

3. Receive as SIP INFO / Send as SIP INFO I transmits DTMF signalling using
the SIP INFO packets as recommended in RFC2976.

To send DTMF signalling during a call use the 0 to 9, * and # keys. You can
also disable this function, enable for outgoing calls only, or enable for
incoming and outgoing calls by setting the Send during call parameter.
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Video Codecs
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2NE Helios IP uses video codec H.264 or H.263

. You can set their parameters in such

a man ner that the video transmitted conforms to the needs of the opponent.

o=~ Video Codecs

Preferred video codecs

Choice 1:
Choice 2:
Choice 3:
Choice 4:

Quality settings

QoS DSCP for video: _

The

Figure 2.16 Video Codec Settings

Video codec settings

Yideo resolution: QWGA (320x240) | v

Frame rate: 15fps |v|
Video bitrate: 512 kbps (v
Video packet size: 1400 B

Advanced RTP settings
H.264 payload type (1):
H.264 payload type (2):
H.263+ payload type:

Polycom compatibility mode:

changes re succesfully saved

Preferred Video Codecs

Set the priority of video co decs for call set -ups.

Video Codec Settings

Video resolution

Set the picture formats of the video transmitted. The resolution values range from

QCIF (176x144) to VGA (640 T 480).

Frame rate
Set the frame rate for frames to be sent by

2NE Helios IP to the VolIP network.
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Video bit rate

Set the transmission rat e for video transmission from 2NE Helios IP. The lower the
bit rate the greater picture compression is necessary. This results in a lower

picture quality on the receiving end. A high bit rate does not have to mean

significant improvement of transmission as a whole because the network may get
overloaded, resulting in a greater packet loss rate or delay.

Video packet size
Set how large the video transmitting packet should be.

Quality Settings

QoS DSCP for video
Set the priority of the video transmitting packe ts in the network. The value is
copied into the ToS (Type of Service) field in the IP packet header.

A Wrong settings may deteriorate the transfer quality. Do not change this
parameter if you are not sure. The change in the transfer quality will sho w
only in case the network components support this service.

Advanced RTP Settings

RTP payload type

Set the Media Format value of the Media attribute (a) in the SPD part of the
INVITE message. Some SIP proxies require this value for a successful video call
set-up. If O is selected, the given RTP payload type is not used. It is necessary to
disable one RTP payload type in some SIP proxies, e.g. the Cisco Call Manager.

A Wrong settings may result in a loss of network compatibility. Do not
change this pa rameter if you are not sure. Losing network compatibility
may cause video transmission errors.

Polycom phone compatibility

Set compatibility  of SDP messages with some Polycom a nd Cisco phones. With
this mode on, 2NF Helios IP does notinclude the  sendonly flag in the codec
specification for video streams
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Streaming

This function is available to 2NF Helios IP Part Nos. 9137131(CK)E, 9137161(CK)E and
9137111(CK)E with a valid licence key only, Part No. 9137901.

This menu allows the user to enable audio and v ideo streaming into your LAN without
affecting the other functions of 2NE Helios IP. This function is supported by selected
2NF Helios IP models only ; refertothe Model Overview subsection . This function may
be us ed for security purposes. An RTSP supporting receiver is required for acceptance

of audio and video streaming. For this purpose, it is possible to download the VLC

Media player software free of charge. For the VLC media player configuration see

below.

Streaming

RTSP server Video codec settings

RTSP server: [ Yideo codec: H.264/MPEG-4 AVC v
Allowed IP address: Video resolution: CIF (352x288) |+

Enable audio stream: Yes |v| Frame rate: 15fps (v
Enable video stream: Yes | v Yideo bitrate: 512 khps |v

Yideo packet size: 1400 B

Quality settings
QoS DSCP for audio: JPEG video settings

QoS DSCP for video: ANonymous access: No v

Activated by call: No v

JPEG frame rate:

JPEG quality: 85 |v

Figure 2.17 Video Streaming Setting

RTSP Server

RTP server
Enable and disable audio and video streaming.

Allow IP address

Specify the allowed IP address of the stream -receiving user. If the value is not
enter ed, you can require the stream from any IP address.
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Enable audio stream
Set whether the audio channel is part of the stream transmitted.

Enable video stream
Set whether the video channel is part of the stream transmitted.

Quality Settings

QoS DSCP forvide o

Set the priority of the video transmitting packages in the network. The value is a
decimal number and defines individual bits in the ToS (Type of Service) field in the
IP packet header (bits 8 1 16).

A Wrong settings may deteriorate the transfer qu ality. Do not change this
parameter if you are not sure. The change in transfer quality will show
only in case the network components support this service.

Video Codec Settings

Video codec

Set one of the following codec modes for video streaming : H.264/MPE G4-AVC or
MPEG4 Part2.

Video resolution

Set the individual picture formats for the video transmitted. The resolution values
range from QCIF (176x144) to VGA (640 T 480).
Frame rate

Set the frame rate for frames to be transmitted.

Video bit rate

Set the bitr ate for video transmission. The parameter affects the compression
ratio and thus the video transmission quality.

Video packet size
Set the size limits for the video transmitting RTP packet.

VLC Set -Up for Streaming Video from 2N £ Helios IP

1. Installthe VLC Media player application (version 0.9.4 in this manual).

2. After installation and start, the window will be displayed as shown in the
figure below.

47



Configuration 2.3

A vLC media player —|of x|

Media Audio Video Playback Playlist Tools Help

w“ _}

Dl v m || Fli=|t| o
I |1.00x | oo:00jon:00
Figure 2.18 VLC Media Player Main Window

3. Inthe main menu  select the source for playing the video, Media ->Open
Network.

A ¥LC media player - o] x|
Media Audio Yideo Playback Playlist Tools Help
\»| OpenFile... Ctri+0
|» Advanced Open File...
(7] Open Folder... Ctrl+F N

_ (=) Open Disc... T | 00:00/00:00 Z
e Open Network. .. Cerl+MN |
== Open Capture Device... Ctrl+C

Convert | Save... Ctrl+R

(te3) Streaming... Ctrl+5
2L Quit Crl+Q

Figure 2.19 Open Network Connection

4. Inthe network card select the RTSP protocol and insert the IP address of the
2NE Helios IP device thati s sending the video streaming (192.168.3.175 in this

case).
dopen 2]
File | Disc  Metwork | Capture Device |
—Metwork Protocol
Protocol Address Port
[RT5P [ ¥| [192.168.3.175 J1234 =
—1 HTTP
HTTPS
MMS Eshifting
|l FTP
RTP
UDP
RTMP

Figure 2.20 RTSP Stream IP Address Setting
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5.  After the confirmation button OK is pushed, the video player window will
appear.

& rtsp://192.168.3.175 - YLC media player
Media Audio Video Playback Playlist Tools

@ _} 13
118%
0| voo| m|oms| mafi= | oy |
|| resp:if192.168.3.175 |t.00x | 00:00/00:00

Figure 2.21 Streaming Video Receiving
6.  Push the STOP button to stop receiving the video signal.
7.  Open a window of the playlist, Playlist T > Show playlist.

o

Media Audio Video Playback | Playlist Tools Help
@« | Additional Sources »

Show Playlist

Load Playlist File... Chrl+%
Save Playlist to File...  Ctrl+Y

Figure 2.22 Show PI aylist

8.  The playlist window will display the list of played records, in this case the
RTSP stream from 2NF Helios IP (IP address 192.168.3.175).

_ioix]
E Playlist Title 8 IDuvalion INbum I
|&] Media Library - @ irtsp://192.168.3.175 {00:00

e 2] =[o]
- | D =e| SearchlSearchFiIter L]

Figure 2.23 Playlist Window
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9.  Save the playlist using the Playlist i > Save playlist to file... menu.
=
Media Audio Yideo Playback | Playlist Tools Help
« J-—- Additional Sources 4
:=| Show Playlist
Pl vee| @ | w00 Ui||sD
|| Load Playlist File... Crl+x

Save Playlist to File...  Ctrl+Y

E Playlist Title # lDuralion IAIbum I
&) tedia Library @ rsp://192.168.3.175 00:00

"!
- L | =| -I 9 | Search ISearch Filter x |

Figure 2.24 Save Playlist

10.  From now on, whenever opened, the playlist will immediately display video
streaming from the selected 2NE Helios IP device.

« | o
118%
00| voo| m|ows| ]| T gl
|| resp:f{192.168.3.175 |t.00x | 0o:00jo0i00

Figure 2.25 Streaming Video Receiving
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JPEG Video Setting

Anonymous access

You can download a JPEG video from any IP address without authentication.
Otherwise, the video is only accessible after login or during a call i f the Call
activation is enabled.

Call activation
Set whether the JPEG video is available to the terminal upon the call beginning.

The function must be supported by the terminal (Snom 820 /870 , e.g.).
Frame rate

Set the transmission rate to be offered to th e end terminal.

JPEG quality

Set the JPEG image quality. The recommended value is 85. The parameter affects
the image size and quality.

JPEG Video Use

A The JPEG video can be used for any application that is capable of downloading
JPEG images from 2NF Helios IP web interface.

A Toload animage from a camera enter any of the links below in your web
browser :

http://helios_ip address/enu/cameral60x120.jpg

http://helios_ip address/enu/camera320x240.jpg

http://helios_ip address/enu/camera352x272.jpg

http://helios_ip address/enu/camera352x288.jpg

http://helios_ip _address/enu/camera640x480.jpg

Be sure to enable  the Anonymous access to the JPEG video (see above) for
this function

A You can assign displaying JPEG imagestoa Snom 820 /870 terminal button
To do this, s etthe Action URL function and enter one ofthe command s below
as the parameter

Chyba! Odkaz oen?2 platnT.

http://helios_ip _address/enu/snom870-video.xml.
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Auto Update

2NE Helios IP allows both for manual and automatic updates of configuration and
firmware. The automatic update is done through a TFTP server. This func tion is
supported by selected 2NF Helios IP models only ; refertothe Model Overview

Auto Updates

Automatic updates

TFTP server:

Update firmware:
Update time:
File prefix:

Update configuration:
Update period:
File prefix:

Update display data:

File prefix:

Figure 2.26 Firmware Update

Automatic Update

TFTP server address

The IP address of the TFTP server where the firmware and configuration are
located that are to be automatically uploaded to 2NE Helios IP.

Update firmware
Enable / disable automatic firmware downloading from the TFTP server.

Update time

Set a period for auto  matic firmware downloading attempts from the TFTP server.
2NE Helios IP periodically (at a predefined time once a day) checks the TFTP
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server for a later firmware version. Having found one, 2NF Helios IP updates the
firmware and restarts automatically. Wit h this parameter you can choose the most
convenient time of a day for updating (when 2NE Helios IP is not very busy).

File prefix

Specify the TFTP firmware directory path or file prefix. 2NF Helios IP expects the
firmware file to be named Xiphelios_app.bin , where X is the prefix specified in this
parameter.

Update configuration
Enable or disable automatic configuration downloading from the TFTP server.

Update period \
Set the time interval after which 2NF Helios IP gets connected to the TFTP server
for config uration file downloading.

File prefix

Specify the TFTP configuration directory path or file prefix. 2NF Helios IP expects
the configuration file to be named Xiphelios_config.ini, where X is the prefix

specified in this parameter.

Update display data

Enable /disable automatic display data/program updating from the TFTP server.
The display data are  updated in the same time intervals together with the
configuration file

File prefix

Specify the TFTP display data directory path or  file prefix . 2N £ Helios IP expe cts
the configuration file to be named Xiphelios_disp.bin , where X is the prefix
specified in this parameter
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Display

The 9137160KDE and 9137160  CKDE 2NF Helios IP models are equipped with a colour
TFT display, which shows variable information such as digi tal name tags, telephone
directories, 2NF Helios IP statuses and/or user  -defined images. You can set the basic
display parameters in this menu. For the display data uploading to 2NE Helios IP refer
to the Display Program

Display

Display settings
Display enable:

Idle timeout (adverts):
Idle timeout {(shortcuts):

Search mode:

Figure 2.27 Display
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Display Settings

Display enable
Enable or disable the display use.

Maximum idle timeout (ads)

Set the maximum display idle time (i.e. when the user does not control the device
using the button s or numeric keypad), after which the advertisement or user
defined image displaying mode is switched on automatically.

Maximum idle timeout (name tags)

Set the maximum display idle time (i.e. when the user does not control the device
using the buttons or  numeric keypad), after which the structured telephone
directory mode is switched into the name tag displaying mode.

Search mode

Set the mode of searching users in the telephone directory displayed. Either use

the initial name characters (prefixes) or ever y occurrence of the set characters in
the name (any occurrence).
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System Log

This menu is used for configuration of system and log message sending. This service is
useful for solving  2NF Helios IP errors if any and contacting the 2N TELEKOMUNIKACE
a.s. Tec hnical Support. Normally, it is not necessary to configure this menu. To receive
syslog messages, a syslog server has to be installed in your PC.

System log

Syslog settings

Logging enable: m
Trace level: m
Syslog server: 192.168.22.205

B#

Figure 2.28 System Log

Logging enable
Enable or disable se nding of system and log reports and storing them on the
syslog server.

Trace level
Set the level of detail of the reports.

Syslog server
The IP address of the server on which the system log application is running.
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E-Malil

2NE Helios IP can, in case the call ed user is unavailable, send an e -mail message
including basic information on the missed call. If 2NF Helios IP is equipped with a
camer a, a preset count of pictures on the call course can be sent . This function is

supported by selected 2NF Helios IP model sonly ; refertothe Model Overview

subsection .
@ E-mail

SMTP server settings E-mail content settings
Service enabled: Attach pictures:
Server name: Number of pictures:

Server port: Picture resolution: WGA (BA0xA80) v

Login:

Password: Subject:

You had a call

? " Body:
E-mail settings

<hl» Hello, §Useri </hil> <br>

Sender's e-mail: _ <hZ» You had a call at:

§DateTimed </ h2>
Default e-mail: <p

5 . . <hz>» The dialled number is:
Deliver in: $DiallMurber§</h2>

<p=

<b> This mail is generated
automatically by the §HeliosIds
device, Do not replay to this
please.

</h>

Figure 2.29 E-Mail

SMTP Server S ettings

Service enabled \
Enable/disable e -mail sending from  2NF Helios IP.
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Server name
Set the server address to which e -mails shall be sent

Server port

Setthe SMTP server port. The default value is 25. Modifications are possible  for
other values than the default one.

Login
Enter the user name for SMTP login. If authorisation is re quired, this field must
include a valid name . If not, this field may be blank

Password
Enter the password for ~ SMTP server login authorisation

E-Mail Settings

Sender dmil e

Enter t he esmeail adderess ® be included in the messages sent by
2NF Helios IP.

Defaulte -mail

In the case of a missed call, 2NE Helios IP sends a message tothe  user e-mail
address included in the telephone directory . If the telephone directory field is
blank, the message is sent to the default address included here. If this  field is
blank too, no e -mail is sent.

Deliver in

Set how long 2NE Helios IP should trytod eliveran e-mail toani naccessible SMTP
server.

E-Mail Content Settings

Attach pictures

Set whether the 2N £ Helios IP camera pictures shall be attached tothee  -mail
message .

Number of pictures
Set the count of pictures to be taken during ringing and sent enclosed to the
missed call message

Picture resolution
Set resolution  for the pictures to be sent

Subject

Specify the subject of the e -mail message to be sent

Body

Enter the content of the e -mail message to be sent  using any HTML formatting

tags . You can also insert special pre-defined symbols for certain data, such as
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user name, date, time, identification and/or called number . These symbols
repl aced with r eal values before sending . Refer to the table below

$User$ Called user name

$DateTime$ Current date and time

$DialNumber$ Called number

$Heliosld$ 2NE Helios IP identifier

2.3

are
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Miscellaneous

Here set the additional parameters of 2NE Helios IP that were noti  ncluded in the
above - described menus.

M Miscellaneous

QOutgoing calls Keyboard settings

Ring time limit: 10 Hang up by button: Yes | ¥

Call time limit: 180 Same button function: Hang up |+

Dial cycles limit: 3 Quick dial by numbers: Yes ¥
Floor & Appartment dialing: No |v

Next keypress timeout:

Incoming calls
Enable telephone mode:
Automatic pick up: -

ST Dial digits limit:
Activation mode: Manual |v

il Legacy lock code:
Activation code:

Other settings
Backlight level:
DHCP on/off by buttons:

Enable lock control by http:

The changes

Figure 2.30 Miscellaneous Settings

Outgoing Calls

Ring time limit

Set the call set -up and ringing time limits for outgoing calls. If the calls are routed
through the GSM gateways of Part Nos. 505004, 505214 or 505612 to the GSM
network, it is advisable to set a time value longer than 20 s.

Call time limit

Set the maximum call duration. When the call end is approaching, 2NE Helios IP
starts generating tones signalling t he end of the call. The call will automatically be
terminated 10s after this signal. To prolong the call, send a DTMF code (push #,

e.g.) on your phone.
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Dial cycles limit

Set the maximum count of telephone directory searching attempts. The function is
usef ul whenever the substitute is defined and in the case of deadlock.

Incoming Calls

Automatic answer
Defines how 2NF Helios IP should behave when a call is coming. If the Automatic

answer is disabled, 2NF Helios IP signals an incoming calls by ringing and th e
external subscriber can answer or reject the call by pushing * or # respectively. If
the Automatic answer is enabled, 2NE Helios IP receives the call automatically and

processes as selected in the Activation mode and Activation code parameters.

Activatio n mode

If the Automatic answer is enabled, incoming calls are received automatically by

2NF Helios IP. 2NF Helios IP enables you to receive up to 3 incoming calls at the
same time. You can control 2NE Helios IP through incoming calls using tone

dialling fr om your telephone keypad (activate or deactivate users or profiles,

e.g.). A single incoming call may only be connected with the 2NF Helios IP
microphone, loudspeaker and camera. Use the Activation mode parameter to

define whether the incoming call should be connected automatically, or the
activation code should be required for connection (see below).

Activation code

Set the activation code necessary for interconnecting the incoming call audio and
video if the Automatic answer is enabled and the Activation code is set to Manual.

Beep on connect

Use this parameter to enable/disable 2N Helios IP connection signalling by a beep
during an incoming call

Keyboard Settings

Hang up by # button
Enable call termination with the # key.

Same button function

Assign a f unction to the call -establishing quick dialling button when re -pushed.
None T re-pushing the quick dialling button does not affect the set up or
active call.
Hang -up 1 re-pushing the quick dialling button ends the set -up or active call.
Dial next 1 re-push ing the quick dialling button allows you to skip an attempt
to set up a call and proceed to the next telephone
number in the directory for another set -up.
Flash 7 re-pushing the quick dialling button sends the FLASH signal into the
active call.
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Quick diall  ing using digits
Enable user calling from the tele phone directory by dialling the user number (two
or thr ee digits ) a nd confirmation with *,

Floor & Apar tmentdia lling

Enable speci al calling to numbers included in the telephone directory by entering a

floor number on the numerical keypad and pushing a quick dialling button.

Buttons 1 i 6 represent apartments on the floor (A through F). The following

floors and apartments are assigned to telephone directory positions :01A 7 1,01B
i 2,01C i 3,01D i 4,01E i 5,01F i 6,02A i 7,02B i 8 etc.until 99F i 594.

Keystroke timeout
Set the delay between two digits when entering a code or telephone number using
the 2NF Helios IP keypad.

Enable telephone mode

Enable to set up calls directly to the telephone number s entered from the
2NE Helios IP numeric keypad using the *telephone_number* key sequence.

Dial digits limit

Define the maximum number of digits of a telephone number in the Telephone
mode. When the defined count is reached, the telephone number is dialled
automatically without the need to push * subsequently.

Legacy lock code
Set whether the first code in the lock 1 and lock 2 list may be entered from a VolP
phone valid without an * confirmation.

Other Settings

Backlight level
Set the level of the keypad b acklight.

DHCP on/off by buttons

Set whether a quick dialling button combination may switch to obtaining the IP

address from the DHCP server uponthe ~ 2N® Helios IP restart as described in the
Device configuration  subsection of 2NF Helios IP Installation Ma nual .

Enable lock control by HTTP

Enable lock control by ~ HTTP requests sentby 2NF Helios IP. Select ON, OFF or
change over upon the following HTTP (GET) request :

http://helios_ip_ad  dress/enu/lockstate.xml.p?lockXstate=Y , where X is the lock
number (1-4)andY isO forswit ch off, 1 for switch on and 2 for change over
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RFID Card Reader

2NE Helios IP (PartNos. 91371¢éU) can be equipped with an
module including an RFID card reader (Part No. 9137430E ). T his module enhances the
2NF Helios IP functions withan  EM41XX RFID card reader, two relays for external load
switching, two logical inputs and RS-485 a nd Wiegand interfaces. The current

2NF Helios IP software vers ion, however, supports the card reader and relays only

RFID Card Reader Function

2NF Helios IP enables you to assign one RFID card to each user in the telephone
directory. Set the user card identification code in the ID card parameter in the
Telephone di  rectory menu. Refert o th e Telephone directory subs. for details. When
a valid card is applied, the lock assigned to the card reader gets activated. Assign the
lock in the card reader module setting menu (  in RFID Card Reader - Module Setting s).

We recom mend you to use an external RFID card reader (Part No. 9137420E ), which
can be connected to your PC (refer to the Configuration with External RFID Card
Reader subs.) and facilitate your  setting of the user card identification codes

Use of Plus and Minus Cards

The so-called plus and minus cards help you add and remove cards easily without
using the 2NF Helios IP configuration menu . The function works as follows

Select two RFID cards marking them with + and -.Usethep lus card to add items to
and the minus card to remove items from the 2NE Helios IP list of valid cards . Enter
the identification codes of these two cards into the Plus card ID and Minus card ID
fields respectively in the card reader module setting menu.

To add a card to the list of valid card s, applythe pluscard to2N F Heliosand then, no
later than 3 seconds, thecardto  be added. The card will be added to the first free line

in the list of available valid cards. If there is no more free space in the list, the card

will not be installed . In stallation or rejection will be signalled acoustically.

To remove a card from the list of valid cards, apply the minus card  to 2NF Helios IP
and then, no later than 3 seconds, the card to be removed

You can manage up to 10 cards in this way. Use the Inst alled cards menu (RFID Card
Reader - Installed Cards) to modify the list of available cards.

Keep the p lus a nd minus cards on a safe place to avoid misuse.

RFID Card ID

An identification code is a uniqgue RFID card number consisting of two asterisk -
separated sections. The first section specifies the ID type (format) and the other
provides the ID number itself. The current software version supports the following two
formats :

OXXXXXXXX ® is the NErHeles IR fotmat2
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LEXXXXXXX 6 lidthe exte rnal USB RFID card reader format (Part No.
9137420E) .

Configuration with External RFID Card Reader

To facilitate entering card ID codes into 2N F Helios IP, we recommend you to order an
external RFID card reader (Part No. 9137420E ), which can be connectedt o your PC
via a USB interface. Enter the card ID into 2NF Helios IP usingthe web interface as
follows :

Enter 1* (ID type) into the card ID field and leave the cursor behind the asterisk. The
card reader behaves as a keyboard connecte d to your PC and, when  the card is

applie d, writesthe card  ID code into the rest of the field automatically.

Configuration without External RFID Card Reader

No external card reader is needed in some simple 2NF Helios IP installations for few

users. Toadd an ID code, justappl ythenewcardto 2NF Helios IP and copyits ID
displayed inthe Access L og (RFID Card Reader 1 Access Log) into the respective field.
Make sure that you have installed the right card.

Use of RFID Card Reader Module Relay

The card reader module is equ ipp ed with two relays for various purposes such as
switching of other electronic locks, lighting, etc. Set these relays to Reader switch
#1 or Reader switch #2 in the Lock section of the Lock setting menu.
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RFID Card Reader i Module Settings

See below for the  basic card reader settings
=<0: Module settings

Card reader settings

Card reader enabled:

Associated lock: Lock #1 |
Plus card ID: 1*0000123456
Minus card ID: 1*0000654321

Figure 2.31 Card Reader i Module Settings

Card Reader S  ettings

Card reader enabled
Enable or disable the card reader function temporarily

Associated lock
Set the lock to be  activated by a valid card

Plus card ID

Enter the ID  of the plus card to be used for adding items into the list of valid cards
(RFID Ca rd Reader - Installed Cards). If you leave this parameter blank, the
plus/minus card function cannot be applied
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Enter the | D of the minus card to be used for removing items from the list of valid

cards (RFID Card Reader - Installed Cards). If you leave this parameter blank, the
plus/minus card function cannot be applied
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RFID Card Reader 1 Installed Cards

The table includes the list of cards installed in 2N Helios IP using the plus and minus
cards . The valid cards can be installed manually too.

=) Installed cards

Installed cards

o
=]
=
=1
i
==}

10000225566 [notused] John Doe

1*00006R5522 [not used] Mary Smith
[not used]
[not used]

[not used]

<

[not used]

-

=

=]

=i

3
< < < < < <

[not used]

<

[not used]

<

[not used]

]
bl
w
x}
=
=
=f
=]
=

(<]

[not used]

Figure 2.32 Card Reader i Installed Cards

Installed C  ards

Card ID
Enter the RFID card ID

Profile
Assign a time schedule to each card to control its validity. Refer to the Scheduler
subs. for details

Description

Fill in any information concerning the card, e.g. the card owner . 2N E Helios IP
does not use this field

67



RFID Card Reader i Access Log

Configuration 2.3

This table provides

reader .

Recently detected cards

1:
xy
3:
4:
a9
6:
74
8:
9:

[y
=]

Figure 2.33 Card Reader i Access Log

Time

02/02/2011
02/02/2011
02/02/2011
02/02/2011
02/02/2011
02/02/2011
02/02/2011
02/02/2011
02/02/2011
02/02/2011

Card ID

0*1900A4BDES
0*29005C18C7
0*0ADD39A7D2
0*0AD09105EA
0*0ADD90C62A
0*0ADD0397D9D
0*0AD03973C1
0*1FO008BDFCC
0*0AD0923BCE
0*1FO008BDFCC

information on the last ten cards applied to the

e

Description
Accepted
Access denied
Accepted
Access denied
Accepted
Accepted
Access denied
Accepted
Access denied

Accepted

2NE Helios IP card

<= Access log

Recently Detected Cards

Time
Card det ection date and time

Card ID
Card ID code

Description
Additional information on the card applied, i.e. valid/invalid, assigned user, etc.
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Tools

This menu helps you set the 2NE Helios IP date and time manually and reboot the device.

iq Tools

Miscellaneous Tools

- Set local date and time

2009-06-19 09:37:50

i@

l , Reboot device

Figure 2.34 Tools

Local Date and Time Setting

Used for date and time setting in case the NTP synchronisation is disabled (see the

Date and Time subsection). Push the $) button to synchronise the 2N Helios IP

time with your PC time

Reboot device

Used for device restarting in case of changes of some configuration parameters,
namely network settings, administration web interface settings and some SIP
configuration parameters.
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Configuration

This menu is used for configuration downloading, uploading and resetting.

% Configuration

Configuration management

, Download configuration file from device
/s
y @ metwork Settings [ sip settings
@ other Settings @ phonebook & Scheduler

Upload configuration file to device

@ network Settings 4 sip settings
M other settings M pPhonebook & Scheduler

: } Reset all parameters to default values

Figure 2.35 Configuration Setting

Download configuration from device :
Used for downloading configuration from 2NE Helios IP. To save the configu  ration,

push z . Use the checkboxes to select the configuration parts to be downloaded.

Upload configuration to device \

Used for uploading configuration to 2NF Helios IP. Use the Browse button to select
the configuration file and push IEI to upload it to 2NF Helios IP. Use the
checkboxes to select the configuration parts to be uploaded. For copying the
configuration file from another 2NE Helios IP device, disable the network and SIP
setting downloading to avoid network collision and use of one and the same SIP
configuration. For automatic configuration update refer to the Auto Update
subsection .

Resetting of all parameters
Resets all 2NF Helios IP parameters to default values.
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A This selection does not apply to the network settin gs to avoid network
collision and disabling the option to configure using the administration web
server.
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Display Program

This menu is used for display program uploading. The display program is prepared
using the configuration tool available on the attach ed CD. For display settings refer to

the Display subsection .
Display

Display program upload

Upload display program to device

Figure 2.36 Display Program Uploading

Display Program Uploading

Used for uploading the display program to 2NF Helios IP. Use the Browse button
to select the configuration file and push Igl to upload it to 2NF Helios IP. If no

file is selected, the current display program is removed from the memory when
this button is pressed.
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Firmware

This menu is used for manual firmware updating.

€ Firmware

Firmware file upload

Upload firmware to device

Current firmware
Software version:

Bootloader version:

Figure 2.37 Firmware

Manual Firmware Update

Used for manual firmware updating using the configuration web interface. Use

the Browse button to select the new firmware file and push Igl to upload it
to 2N & Helios IP. For automatic update refer to the Auto Update subsection .
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User Sounds

This menu helps creat e customised signalling of 2NE Helios IP states by replacing th e
default tone signalling with user sound files .

3 User sounds

User sound upload

Sound type Current

(1) Hangup by remote party [ default ]
{2) Busy tone [ default ]
(3) Invalid input [ default ]
{4) Invalid position [ default ]
(5) Lock switch activation [ 5KB ]

(6) Ringing [ default ]

Figure 2.38 User S ounds

User Sound Upload

Used for handling user sound files within 2NE Helios IP. P ush the Browse button to
select a sound file and then push u‘ﬁu to upload the file into 2NE Helios IP. The user

sound formatisan  8bitor 16bit WAV file with 8kHz sampling frequency .Push g to

remove the file uploaded. Push 5 to play and verify the recorded sound on your PC

The following user sounds can be used
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Hang -up by remote party i here replace the disconnect tone signalling that
the called station has hung up

Busy tone 1 replace the standard busy tone

Invalid input i replace the invalid lock switch password sound

Invalid position i replace the speed dial button sound signalling a non -
programmed telephone d  irectory position

Lock switch activation T replace the lock switch activation sound

Ringing 1 replace the standard incoming ringing tone when the Automatic
call answering function is off, refer to the Miscellaneous
subsection.
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Network Trace

This menu helps capture incoming and outgoing packets on the 2NE Helios IP network
interface . The file with the captured data can be downloaded and analys ed, using,

e.g., Wireshark ( www.wireshark.org ). Push the Start button to launch capturing and
the Stop button  to terminate capturing

The captured packets are stored in the ring buffer of the size of 4MB. Whenever the
buffer is filled up, the oldest packets are deleted automatically . You are recommen ded
to reduce the video stream transmission speed for packet capturing below 512kbps.

Figure 2.39 Network Trace
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